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To mapdv MNwaoaodpio ouvtaydnke atrd Tnv Opada Opoloyiag Tng povadag EA.02 Tou eAAnvikou Turuartog TG Mevikng AielBuvong
Metdgppaong NG EupwTrdiking EmTpotmg, pe aflotroinon evog ayyAoiotravikou yAwooapiou 6pwv KUBEPVOATPAAEIAG, TO OTTOI0
€KTTOVABNKE atro To IoTraviké Tunua, pe Tn BonBeia Tou EBvikoU Ivaritoutou yia v KuBepvoaopdAcia (Instituto Nacional de
Ciberseguridad - INCIBE), kai To oTroio €xel dnuoaieuTtei, og d00 pépn, oTo TTEPIOBIKO Tou IoTravikoU TuAuatog Punto y Coma
(teuxog apiB. 155 kai 1eUx0¢ apiB. 159). Me Bdon 10 ayyAoioTravikdé YAwWoadplo, £yIve ETTIAOYK, CUYKEVTPWAN KAl KATAYPAPr) TwWV
ayyAIKWv Opwv Kal OPICUWY OTTO Ta OXETIKG AAupaTa TNG dIadpaacTIKAG EUPWTTAIKAS BAaong Opwv IATE kal Twv avTioToIXwv
eANVIKWV 10080vapwy 6pwv, OTTOU UTTAPXaAV, VW VEOI A BeATIwPEVOI EAANVIKOI 6pOoI TTPOTABNKAV aTTé TNV OpAda OTToU XPEIadoTaV.

Mpokelpévou va evrayBei ato EAO, 1o NAwoodpio uttoBARBnke o€ avackoTnon atmd dUo Gpyava avacKoTTNonG-emKUPWaONG: TNV
Ouada EAOT/TE48/0OE1 OpoAoyia MAnpogopikrs kai Tn MOTO (Méviun Oudda TnAemikoivwviakrs OpoAoyiag), 6pyava Tou EAOT
ka1 TnG EAETO. H 1eAikR éykpion Tou Mwoaoapiou £yive atmd Tnv EmoTtnuovikn EmtpotrA Tou EAO.

To Nwaoodpio atroteAgital atté duo pépn A kai B. 210 Mépog A divetal o kKUpIog Trivakag Tou MAwaoaoapiou, TTou atroTeAeiTal amod Ta
ayyAoeAANVIKa opoloyikd AfuuaTa, o TECOEPIG OTAAEG, YE QAQABNTIKN O€Ipd wg TIPOG TNV TPWTN OTHAN: AyyAlk6g 6pog —
EAANVIKOG 6pog — AyyAikOg opiopog — Kwdikog IATE (0 kwdikdg IATE trepiAapfdvel Kal Tov UTTEpOUVOECTHO TToU 0dnyei 01O
avtioToixo Ajuua g IATE). 10 Mépog B divetal aA@afnTikd EAAnvoayyAiKO eupeTAPIO, pEOW TOU OTTOIOU OBNYEITAl O AVaYyVWOTNG
atrd Tov EAANVIKG 6po OTO OXETIKO ayYAOEAANVIKO Afpua Tou MAwooapiou).

1NV nAekTpovikr pop®n Tou MNwaoapiou (doc, docx, pdf) ytropei va yivel avaditnon pe Tnv evioAn Find (Ctrl-F) pe omroiodrmoTe
6po A TUNAPa 6povu, €iTe ayyAIKoU €iTe EAANVIKOU.

Mépog A — AyyAoeAAnviké yAwoodpio

AyyAikog 6pog EAANvVIKOG 6pog AyyAikog opiopog Kwdikog
IATE
access provider, mapoxog mpoécfaong company that provides access to the Internet 897278
internet access S1ad1kTUOU, TTapOXEQg
provider mpocRaong diadikTiou
active attack EVEPYNTIKN £TiBECN network exploit in which a hacker attempts to make 3581602
changes to data on the target or data en route to the
target
active content EVEPYO TTEPIEXOMEVO program code embedded in the contents of a web page 3578190
advanced persistent TPONYMEVN ETTiOVN form of attack or threat of attack that involves multiple 3552485
threat, APT atrelAn phases to break into a network, avoid detection and
harvest valuable information over the long term
adware, malvertising EVOI0@NMICUIKO software that is given to the user with advertisements 928671
embedded in the application
air gap di1dKevo aépa security measure implemented for computers, computer 296227
systems or networks requiring airtight security ensuring
total isolation of a given system - electromagnetically,
electronically, and physically - from other networks,
especially those that are not secure
alert ouVvayepUIKA €1d0TT0INON 1575570
all-source intelligence olotrnyaia TeEpIyvwoia intelligence produced using all available sources and 1469134

agencies


https://ec.europa.eu/translation/spanish/magazine/documents/pyc_155_es.pdf
https://ec.europa.eu/translation/spanish/magazine/documents/pyc_159_es.pdf
https://iate.europa.eu/entry/result/897278
https://iate.europa.eu/entry/result/3581602
https://iate.europa.eu/entry/result/3578190
https://iate.europa.eu/entry/result/3552485
https://iate.europa.eu/entry/result/928671
https://iate.europa.eu/entry/result/296227
https://iate.europa.eu/entry/result/1575570
https://iate.europa.eu/entry/result/1469134

AyyAikég 6pog
anti-virus

attack vector
authentication
authenticity of data

authorization

automated car

availability

B2B

B2C

backdoor

backup

backup centre

behaviour monitoring

BIA, business impact
analysis

biometrics, biometric
recognition

blacklist

blue team

bluetooth
bot

bot herder,
bot master

EAANnvIK6G 6pog

AVTIIIKO AOYIOMIKO

popéag emibeong

egakpifwon (TautéTnTOG)
{dedopévwv}

auBevTIKOTNTA SedoPéEVV

eouociodo6Tnon

OUTOMATOTTOINUEVO OXNHA

d100gc1uéTNTA

a1ro eMIXeipnon o€

€mixeipnon,
SIETIXEIPNOIAKOG

aTro £TMIXEIpNON O€
KaTavaAwTh,
ETMIXEIPNOIKATAVOAWTIKOG

KEPKOTTOPTA

dnuioupyia epedpeiag,
e@edpeia

£QEDPIKO KEVTPO

TapakoAoudnon
OUNTTEPIPOPAS

avdaAuon
ETMIXEIPNHATIKWYV
EMITTTWOEWV

BlopeTpia, BIOMETPIKA
avayvwpion

Haupn AioTa

MTTAE Opada, opada
KUBEPVOOUOPAAEING

HUTTAOUTOUO

Mot

KATOXOG HTTOTOSIKTUOU

AyyAIKOG opIoHog

software that is designed to detect, stop and remove
viruses and other kinds of malicious software

approach used to assault a computer system or network

verifying the identity of a user, process or device, often
as a prerequisite to allowing access to resources in an
information system

the granting to a user,a program or a process the right of
access

vehicle in which at least some aspect of a safety-critical
control function (e.g., steering, throttle, or braking)
occurs without direct driver input

the degree to which a system or resource is ready when
needed to process data

type of commerce transaction that exists between
businesses, such as those involving a manufacturer and
wholesaler, or a wholesaler and a retailer

business or transactions conducted directly between a
company and consumers who are the end-users of its
products or services

A loophole deliberately left in an encryption algorithm to
enable interested parties (e.g. security or police
agencies) to decipher traffic encoded with it. The term
also applies to loopholes deliberately programmed into
the access control of some computer programs (e.g. an
operating system or application) by its authors so that
they can gain future access - not always for legitimate
purposes+C26

procedure,technique or hardware used to help recover
lost or destroyed data or to keep a system operating

observing activities of users, information systems, and
processes and measuring the activities against
organisational policies, baselines of normal activity,
thresholds, and trends

analysis of an organisation's business activities and the
impact which the loss, interruption or disruption of critical
business functions and supporting resources would have
on the delivery of products or services

use of unique physical characteristics (fingerprints, iris
pattern, etc.) to identify individuals, typically for the
purposes of security

list of discrete entities, such as hosts or applications, that
have been previously determined to be associated with
malicious activity

group responsible for defending an enterprise’s use of
information systems by maintaining its security posture
against a group of mock attackers (i.e., the red team)

program that operates as an agent for a user or another
program or simulates a human activity

individual who controls and maintains a botnet by
installing malicious software in numerous machines,
putting these machines into his or her control
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https://iate.europa.eu/entry/result/1484779
https://iate.europa.eu/entry/result/3550125
https://iate.europa.eu/entry/result/1484678
https://iate.europa.eu/entry/result/909636
https://iate.europa.eu/entry/result/1399141
https://iate.europa.eu/entry/result/3573021
https://iate.europa.eu/entry/result/1437529
https://iate.europa.eu/entry/result/1266477
https://iate.europa.eu/entry/result/290421
https://iate.europa.eu/entry/result/919515
https://iate.europa.eu/entry/result/1449531
https://iate.europa.eu/entry/result/3574929
https://iate.europa.eu/entry/result/3578224
https://iate.europa.eu/entry/result/310786
https://iate.europa.eu/entry/result/360870
https://iate.europa.eu/entry/result/1574796
https://iate.europa.eu/entry/result/3578227
https://iate.europa.eu/entry/result/917999
https://iate.europa.eu/entry/result/3574883
https://iate.europa.eu/entry/result/3569535
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network of private computers infected with malicious
software and controlled as a group without the owners'
knowledge, e.g. to send spam malicious software

a trial-and-error method used to obtain information such
as a user password or personal identification number
(PIN). In a brute force attack, automated software is
used to generate a large number of consecutive guesses
as to the value of the desired data

phenomenon caused when a computer memory is
flooded in a way that makes it overrun its buffers, so that
malevolent software instructions can be slipped into the
system to wreak havoc on the network

an error in a program or a hardware malfunction,
program fault

collaborative effort that provided practices, tools,
guidelines, rules, principles, and other resources that
software developers, architects, and security
practitioners can use to build security into software in
every phase of its development

set of documents, instructions, and procedures which
enable a business or institution to respond to accidents,
disasters, emergencies, and/or threats without any
stoppage or hindrance in its key operations

label with sophisticated anti-counterfeiting features that
helps the end user identify that the computer uses a
validly licensed copy of a piece of software

In cryptography, a certificate authority or certification
authority (CA) is an entity which issues digital certificates
for use by other parties. It is an example of a trusted
third party. CA's are characteristic of many public key
infrastructure (PKI) schemes..

file that contains a list of revoked certificates, their serial
numbers, and their revocation dates

chain of responsibility for or control of materials as they
move through each step of the process or product
system under assessment

value used to ensure data are stored or transmitted
without error

algorithm to perform encryption

data produced through the use of encipherment, the
semantic content of which is not available
(ISO 7498-2)

intelligible text or signals that have meaning and can be
read or acted upon without the application of any
decryption

(on the Internet) content whose main purpose is to
attract attention and encourage visitors to click on a link
to a particular web page

storing, processing and use of data on remotely located
computers accessed over the Internet

establishes general international standards which form
the basis for relations and simplifies the elaboration and
application of national laws,policies and regulations
relative to the area in question
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https://iate.europa.eu/entry/result/2242284
https://iate.europa.eu/entry/result/351415
https://iate.europa.eu/entry/result/1593016
https://iate.europa.eu/entry/result/1474898
https://iate.europa.eu/entry/result/3578233
https://iate.europa.eu/entry/result/933370
https://iate.europa.eu/entry/result/263673
https://iate.europa.eu/entry/result/897783
https://iate.europa.eu/entry/result/3502378
https://iate.europa.eu/entry/result/3570199
https://iate.europa.eu/entry/result/1449553
https://iate.europa.eu/entry/result/1399440
https://iate.europa.eu/entry/result/1399438
https://iate.europa.eu/entry/result/900985
https://iate.europa.eu/entry/result/3573212
https://iate.europa.eu/entry/result/2250701
https://iate.europa.eu/entry/result/1414798
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IATE
collaborative economy  cuvepyaTiKi] olKovopia segment of the economy where collaborative platforms 3573282
enable people to get the goods and services they need
from each other, peer to peer, instead of buying from
established corporations
combined attack ouvduaopévn emiBeon 3574992
communication of data, koivotroinon dedopévwyv for the purpose of the Federal Data Protection Act 1399255
passing-on of data, :Passing of stored data or data acquired directly by
dissemination of data, means of data processing to third persons in such a way
disclosure of data that the data are communicated by the storage unit or
are held ready for inspection, especially for recall
computer forensics, KuBepvoeykAnuaroAoyia branch of digital forensics which encompasses the 362202
cyber forensics search, recovery, analysis and preservation of digital
evidence found on storage media, RAM and other parts
of desktops, laptops and server computers
confidentiality EUTTIOTEUTIKOTNTA duty not to share information with persons who are not 3552374
qualified to receive that information
contingency plan oxédlo EKTOKTNG avdykng  plan for emergency response, backup operations, and 1399201
post-disaster recovery in a system, as part of a security
program, to ensure availability of critical system
resources and facilitate continuity of operations in a
crisis
Convention on ZUpBaon yia To EyKAnpa first international treaty on crimes committed via the 910192
Cybercrime OoTOV KUBEPVOXWPO Internet and other computer networks, dealing
particularly with infringements of copyright, computer-
related fraud, child pornography and violations of
network security
cookie HTTIOKOTO (SedopéVuv) small data file that is stored on a user's local computer 912402
and contains information about the user that is pertinent
to a Web site, such as user preferences
counter-notice avTieidotroinon procedure to contest a decision to remove allegedly 3574367
illegal online content
cracker, black hat XOKEP ME HOUPO KATTEAO, hacker who breaks into a computer system or network 263407
hacker, black hat HaUpo KatréAo, with malicious intent
KOKOBouAog xakep
critical infrastructure KpPiolun utrodopun those physical and information technology facilities, 932915
networks, services and assets which, if disrupted or
destroyed, would have a serious impact on the health,
safety, security or economic well-being of citizens or the
effective functioning of governments in the Member
States
cross-site scripting, diaTorofeoI0KnA computer security vulnerability that typically occurs in 3574981
XSS ogvapioypagn web applications, allowing a malicious user to inject
client-side scripting into otherwise benign and trusted
web pages that are viewed by others
cryptanalysis KpUuTrTavadAuon analysis of a cryptographic system or its inputs and 123064
outputs to derive confidential variables or sensitive data,
including clear text
cryptographic KPUTITOaAyopi10uog, set of mathematically expressed rules for rendering 316271
algorithm, encryption KPUTITOYPOPIKOG information unintelligible by effecting a series of
algorithm, aAyopibuog, transformations through the use of variable elements
encipherment KPUTITOBETIKOG controlled by the application of a key to the normal
algorithm, cryptologic aAyopibuog representation of the information
algorithm
cryptography KPUTITOYpa®ia discipline which embodies principles, means and 1399389

methods for the transformation of data in order to hide its
information content, prevent its undetected modification
or prevent its unauthorized use


https://iate.europa.eu/entry/result/3573282
https://iate.europa.eu/entry/result/3574992
https://iate.europa.eu/entry/result/1399255
https://iate.europa.eu/entry/result/362202
https://iate.europa.eu/entry/result/3552374
https://iate.europa.eu/entry/result/1399201
https://iate.europa.eu/entry/result/910192
https://iate.europa.eu/entry/result/912402
https://iate.europa.eu/entry/result/3574367
https://iate.europa.eu/entry/result/263407
https://iate.europa.eu/entry/result/932915
https://iate.europa.eu/entry/result/3574981
https://iate.europa.eu/entry/result/123064
https://iate.europa.eu/entry/result/316271
https://iate.europa.eu/entry/result/1399389
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the field that encompasses both cryptography and
cryptanalysis

cybersecurity incident that differs from the normal,
involves serious disturbance or risk for disturbance of
vital societal functions and may also transcend national
and geographic boundaries

actions taken to detect, respond to and recover from
cyber threats, particularly those targeting national
defence and security interests or critical infrastructure

identification of attempts to use a computer system
without authorisation or to abuse existing privileges, or of
any event having an adverse effect on computer
networks

dialogue between international partners on priority cyber
issues

use of the web and new information and
communications technologies to help achieve diplomatic
objectives

network penetration to learn how to steal information,
prepare the network for theft, or commit theft

series of EU-level cyber incident and crisis management
exercises for both the public and private sectors from the
EU and EFTA Member States

protecting and maintaining computer systems and
devices appropriately and using cyber security best
practices

process of ensuring that an agency, organization, or
jurisdiction has developed, tested, and validated its
capability to protect against, prevent, mitigate, respond
to, and recover from a significant cyber incident, such as
a cyber event with physical consequences to critical
infrastructure

capability of information systems and networks to
withstand and recover from deliberate attacks,
accidents, or naturally occurring threats or incidents; on
a concrete level, this translates into capability to function
throughout and subsequent to such events

process of managing a cyber incident [ IATE:3560119 ]
in a way that limits damage and reduces recovery time
and costs

threat posed by terrorists, hackers, foreign states and
criminals using cyberspace for malicious purposes

person who uses electronic communication
technologies, especially social media, for various forms
of activism to enable faster communications by citizen
movements and the delivery of local information to a
large audience

deliberate act, generally using malicious computer code,
designed to alter, disrupt, deny, degrade, or destroy
information resident in computers and computer
networks, or the computers and networks themselves

use of information technology to harass people - usually
children or teenagers - in a hostile and sustained
manner
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https://iate.europa.eu/entry/result/1399390
https://iate.europa.eu/entry/result/3574256
https://iate.europa.eu/entry/result/3543211
https://iate.europa.eu/entry/result/3561269
https://iate.europa.eu/entry/result/3574149
https://iate.europa.eu/entry/result/3564269
https://iate.europa.eu/entry/result/3565143
https://iate.europa.eu/entry/result/3574276
https://iate.europa.eu/entry/result/3568044
https://iate.europa.eu/entry/result/3532420
https://iate.europa.eu/entry/result/3561276
https://iate.europa.eu/entry/result/3561270
https://iate.europa.eu/entry/result/2213475
https://iate.europa.eu/entry/result/930374
https://iate.europa.eu/entry/result/919510
https://iate.europa.eu/entry/result/3502589
https://iate.europa.eu/entry/result/179536
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offences against and by means of computers, including
computer frauds, cyber-attacks, electronic payment
frauds, online child pornography, and others

individual who commits cybercrimes

means used to protect the availability and integrity of
networks and infrastructure, as well as the confidentiality
of the information contained therein

degree of confidence that the security needs of a given
ICT product, service or process are satisfied

formal evaluation of ICT products, services and
processes by an independent and accredited body
against a defined set of criteria standards and the
issuing of a certificate indicating conformance in order to
inform and reassure purchasers and users about the
security properties of the ICT products and services

synergetic composition of technologies addressing both
proactive and reactive strategies to create
countermeasures for security

any event having an adverse effect on network and
information security

security status of an entity's networks, information, and
systems based on information architecture resources
(e.g. people, hardware, software, policies) and the
capabilities in place to manage the defence of the entity
from cyber-attack and to react as the situation changes

EU policy document in the area of cybersecurity,
proposed jointly by the European Commission and by
the High Representative of the European Union for
Foreign Affairs and Security Policy

interactive domain made up of digital networks that is
used to store, modify and communicate information

repeated harassment or threatening behaviour
conducted via the internet or other electronic means

items specially designed to enable the covert intrusion
into information and telecommunication systems with a
view to monitoring, extracting, collecting and analysing
data and/or incapacitating or damaging the targeted
system

use of computer network tools to shut down critical
national infrastructures or to coerce or intimidate a
government or civilian population

individual who damages or destroys other people’s
digital properties, such as websites, networks or
computer systems or the data they contain

the use of computer technology to disrupt the activities
of a state or organization, especially the deliberate
attacking of information systems for strategic or military
purposes

the process where raw data is gathered and expressed
in a summary form for statistical analysis
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https://iate.europa.eu/entry/result/895987
https://iate.europa.eu/entry/result/916361
https://iate.europa.eu/entry/result/1875256
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interception or reading of data by unauthorized persons,
e.g. by electromagnetic radiations

information extraction activity whose goal is to discover
hidden facts contained in databases and other large sets
of data

process that renders access to data on a data storage
medium infeasible for a given level of effort by using
electronic or physical destruction methods to securely
erase or remove data from memory

to convert, by use of the appropriate key, enciphered
text into its equivalent plain text

process of transforming cipher text into plain text

to convert data by reversing the effect of some previous
encoding

to convert, by use of the appropriate key, enciphered
text into its equivalent plain text

attack which achieves, or seeks to achieve, denial of
service

common form of password attack where an attacker
seeks to identify a password that is an actual word which
can be found in a dictionary by creating digests of
common dictionary words as candidates and then
comparing them against those in a stolen digest file

any legal person that provides a digital service

binary code that, like a handwritten signature,
authenticates and executes a document and identifies
the signatory

The name translation service used on the Internet to
translate a human-readable hostname into the numeric
Internet Protocol address required to send requests to
that host.

function that converts a domain name, whether private
or on the public Internet, into an IP address

computing resources that are provisioned and released
according to demand in order to rapidly increase and
decrease resources available depending on workload

electronic file, issued by the certification authorities, that
binds a public key with an identity and which is used for
the following: to verify that a public key belongs to an
individual, to authenticate the holder, to check a
signature from this individual or to encrypt a message
addressed to this individual

use of new information and communication technologies
by governments as applied to the full range of
government functions
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data in electronic form which are attached to or logically
associated with other electronic data and which are used
by the signatory to sign

to convert data from a commonly interpretable form to a
form in which a key or special knowledge is required for
correct interpretation

AY

converting electronic data into another form, called
ciphertext, which cannot be easily understood by anyone
except authorized parties

In cryptography, encryption is the process of
transforming information (referred to as plaintext) using
an algorithm (called cipher) to make it unreadable to
anyone except those possessing special knowledge,
usually referred to as a key. (...)Encryption has long
been used by militaries and governments to facilitate
secret communication. Encryption is now used in
protecting information within many kinds of civilian
systems, such as computers, networks, etc.

initiative regarding cloud computing services launched
as part of the Digital Single Market strategy

centre established at Europol in The Hague to be the
focal point in the EU’s fight against cybercrime

document issued by a conformity assessment body
attesting that a given ICT product or service fulfils the
specific requirements laid down in a European
cybersecurity certification scheme

any occurrence which affects an item on a file of data,
e.g. a purchase, sale, issue, etc.

unauthorised transfer of information from an information
system

cyber attack usually taking the form of software or code
that aims to take control of computers or steal network
data by taking advantage of vulnerabilities in
applications, networks or hardware

accidental disclosure of data to unauthorised persons

inability of a system or component to perform its required
functions within specified performance requirements,
ouvwvupo: breach of security

system designed to prevent unauthorised access to or
from a private electronic network

stateful protocol which forms part of TCP/IP1 and which
is used for the transfer of data held in files stored in an
FTP server

person who breaks into computer systems without
authorisation to gain access to data, generally for
malicious purposes
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A/Y otnv IATE. A hash value is a numeric value of a
fixed length that uniquely identifies data. Hash values
represent large amounts of data as much smaller
numeric values, so they are used with digital signatures.
You can sign a hash value more efficiently than signing
the larger value. Hash values are also useful for verifying
the integrity of data sent through insecure
channels.https://docs.microsoft.com/en-
us/dotnet/standard/security/ensuring-data-integrity-with-
hash-codes

method of taking data, encrypting it, and creating
unpredictable, irreversible output

A/Y atnv IATE. A humorous or malicious deception.
https://en.oxforddictionaries.com/definition/hoax

the language used by the World Wide Web to transfer
files during a client-server session

extension of HTTP [ IATE: 1695946 ] secured with
Transport Layer Security [ IATE:931229 ] or, formerly,
Secure Sockets Layer [ IATE:922171 ]

device or software application that monitors network or
system activities for malicious activities or policy
violations and produces reports to a management station

any event having an adverse effect on network and
information security

artifact observed on a network or in an operating system
that with high confidence indicates a computer intrusion

general term that encompasses several types of control
system, particularly those involved in measuring and
controlling the industrial production process and
mechanical and electrical equipment

body of information, defined and managed as a single
unit so it can be understood, shared, protected and
exploited efficiently. Information assets have
recognisable and manageable value, risk, content and
lifecycles

concept designed to ensure confidence that
communication and information systems will protect the
information they handle and will function as they need to,
when they need to, under the control of legitimate users

one or more unwanted or unexpected information
security events that could possibly compromise the
security of information and weaken or impair business
operations

non-profit, member-driven organisation formed by
private and public entities to share information on cyber
threats, risks, prevention, mitigation and response

form of cloud computing that provides virtualized
computing resources over the Internet

global network of hotlines, dealing with illegal content
online and committed to stamping out child sexual abuse
from the Internet

condition in which stored data cannot be corrupted by
system malfunctions
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physical infrastructure through which Internet service
providers (ISPs) and Content Delivery Networks (CDNs)
exchange Internet traffic between their networks
(autonomous systems)

ability of information systems and software to exchange
data and make use of shared information

unauthorized access to a network or a network-
connected system, that is, deliberate or accidental
unauthorized access to information systems, to include
malicious activity against information systems, or
unauthorized use of resources within information
systems

device or software application that monitors network or
system activities for malicious activities or policy
violations and produces reports to a management station

numerical label assigned to each device (e.g.,
computer, printer) participating in a computer network
that uses the Internet Protocol for communication

network security appliance that monitors network or
system activities for malicious activity and attempts to
stop the latter

set of policies concerned with information security
management

a digit or digits used to locate or identify a record,but not
necessarily attached to the record.

A private key and its related public key. A public/private
key pair is a set of cryptographic keys used for public-
key cryptography. For each user, a cryptographic service
provider usually maintains two public/private key pairs:
an exchange key pair and a digital signature key pair.
Both key pairs are maintained from session to session.

publicly or privately controlled asset necessary to sustain
continuity of government and/or economic operations, or
an asset that is of great historical significance, Related
Term: critical infrastructure

software program or hardware device that records all
keystrokes on a computer keyboard, used either overtly
as a surveillance tool or covertly as spyware

network that allows computers in a small area (such as
an office and up to a small group of buildings) to share
equipment, such as printers, and data

text on a website providing legal information relating to
that website and its contents

piece of code intentionally inserted into a software
system that will set off a malicious function when
specified conditions are met

a unique Ethernet link level address assigned to each
device on the network

application of artificial intelligence (Al) that provides
systems the ability to automatically learn and improve
from experience without being explicitly programmed
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a type of computer virus which, instead of being written
in machine code, is written in the macro language of an
application such as Microsoft Word, and hence can
infect only documents produced with that application.
The virus is triggered on opening the document and,
such is the power of modern macro languages, that it is
able to do much damage including erasing files or whole
disks. Such viruses can be spread via the Internet in
doucments attached to e-mail messages. The Melissa
virus which infected thousands of computers in 1999
was a macro virus.

small application program that is automatically
downloaded and executed and that performs an
unauthorised function on an information system

act of spreading malware through (what seem to be
safe) online advertisements

data that defines and describes other data

action of reducing the severity, seriousness, or
painfulness of something

presentation of a dynamic attack surface, increasing an
adversary's work factor necessary to probe, attack, or
maintain presence in a cyber target

strategy adopted by individual Member States to
establish national priorities and key coordination
structures at strategic and operational level in order to
fight against cybercrime and ensure cyber resilience

electronic money which is transferred via
telecommunications networks such as the Internet, using
specialised software on a personal computer

ability of a network to: (1) provide continuous operation
(i.e., highly resistant to disruption and able to operate in
a degraded mode if damaged); (2) recover effectively if
failure does occur; and (3) scale to meet rapid or
unpredictable demands

confidence trick which typically involves promising the
victim a significant share of a large sum of money, which
the fraudster requires a small up-front payment to obtain;
if a victim makes the payment, the fraudster either
invents a series of further fees for the victim, or simply
disappears

a property achieved through cryptographic methods,
which prevents an individual or entity from denying
having performed a particular action related to data
(such as mechanisms for non-rejection of authority
(origin); for proof of obligation, intent, or commitment; or
for proof of ownership)

website that brings together or facilitates transactions
between third parties on the Internet

public or private entity which uses network and
information systems to provide a service that is essential
for the maintenance of critical societal and/or economic
activities

person or group of persons external to an organisation
who are not authorised to access its assets and pose a
potential risk to the organisation and its assets
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IATE: AYY

Wikipedia: Peer-to-peer file sharing is the distribution
and sharing of digital media using peer-to-peer (P2P)
networking technology.

special browser or filtering program designed to reject
websites that are not suitable for children

A passive attack is a network attack in which a system is
monitored and sometimes scanned for open ports and
vulnerabilities. The purpose is solely to gain information about
the target and no data is changed on the target
(https://whatis.techtarget.com/definition/passive-attack)

the threat of unauthorized disclosure of information
without changing the state of the system

a special word or string of characters that a user must
present to gain access(i.e.a password)

information security standard for organizations that
handle branded credit cards from the major card
schemes

method for examining the securty of a computer system
in order to identify potential vulnerabilities

breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of,
or access to, personal data transmitted, stored or
otherwise processed

practice of redirecting computer users from legitimate
websites to fraudulent ones for the purposes of
extracting confidential data

act of sending an e-mail to a user falsely claiming to be
an established legitimate enterprise in an attempt to
scam the user into surrendering private information that
will be used for identity theft

intelligible text or signals that have meaning and can be
read or acted upon without the application of any
decryption

category of cloud computing services that provides a
platform allowing customers to develop, run, and
manage applications without the complexity of building
and maintaining the infrastructure typically associated
with developing and launching an app

process of adapting software in an environment for
which it was not originally written or intended to execute
in

program for public key encryption, using the RSA
algorithm, developed by Philip Zimmermann. PGP
software is available in unsupported free versions and
supported commercial versions

element, known only to its owner, used for encrypting
and decrypting codes in symmetric and asymmetric
cryptography

encryption system in which the sender and receiver of a

message share a single, common key that is used to
encrypt and decrypt the message
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https://iate.europa.eu/entry/result/2245362
https://iate.europa.eu/entry/result/897324
https://whatis.techtarget.com/definition/passive-attack
https://iate.europa.eu/search/standard/result/1607623396410/1
https://iate.europa.eu/entry/result/1399696
https://iate.europa.eu/entry/result/3520746
https://iate.europa.eu/entry/result/1196603
https://iate.europa.eu/entry/result/3530922
https://iate.europa.eu/entry/result/2208406
https://iate.europa.eu/entry/result/933881
https://iate.europa.eu/entry/result/1399438
https://iate.europa.eu/entry/result/3542235
https://iate.europa.eu/entry/result/915872
https://iate.europa.eu/entry/result/896730
https://iate.europa.eu/entry/result/1484717
https://iate.europa.eu/entry/result/1484720
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protocol

proxy

public key

public key
cryptography

public key
infrastructure, PKI

quantum computing

radio frequency
identification, RFID

ransomware

recovery

red team

redundancy

registration authority

replay attack

reputation system

resilience, cyber
resilience

risk

EAANnvIK6G 6pog

TTPWTOKOAAO

mAnpegouoiog

dnuoaoio KA&ISi

KPUTITOYypa®ia dnuoéciou

KA€18100, ACUUMETPN
KPUTITOYpa®ia

utrodopn dnuéciou
KA&15100

KBAVTIKN UTTOAOYICTIKA

PASIOCUXVIKH
avayvwpion,
PAdI0CUXVIKA
TauTOTIOINON

AUTPIOMIKO

avAakapyn, avakTtnon

KOKKIVI Opdda, opdda
KOAOBOUAWYV XdAKep

e@edpeia, TAeovaouog
{péowv}

apxn karaxwpnong

€miBeon €TMAvVaTTOOTOANG

ouoTnUa PrPNg

ETMAVATAKTIKOTNTA,
KUBEPVOETTAVATAKTIKO-
™mra

Slakivdiveuon

AyyAIKOG opIoHog

a set of rules that governs the communications between
computers on a network

dedicated computer or a software system running on a
computer that acts as an intermediary between an
endpoint device, such as a computer, and another
server from which a user or client is requesting a service

publicly available element used to encrypt data in
asymmetric cryptography [IATE 1484718]

any cryptographic system that uses pairs of keys: public
keys which may be disseminated widely, and private
keys which are known only to the owner

framework which uses the capabilities of performing
asymmetric key cryptography, also known as public key

cryptography

computation based on quantum mechanical effects,
such as superposition and entanglement, in addition to
classical digital manipulations

method of identifying unique items using radio waves

type of malicious software (malware) that infects a
computer and restricts access to it until a ransom is paid
to unlock it

immediate restoration of installed systems in the event of
interruption

group of ethical hackers that work for an organisation to
find security holes that a malicious individual could
exploit

additional or alternative systems, sub-systems, assets,
or processes that maintain a degree of overall
functionality in case of loss or failure of another system,
sub-system, asset, or process

entity that establishes enrolment procedures for
certificate applicants, performs identification and
authentication of certificate applicants, initiate or pass
along revocation requests for certificates, and approve
applications for renewal or re-keying certificates on
behalf of a CA

a breach of security in which information is stored
without authorisation and then retransmitted to trick the
receiver into unauthorised operations such as false
identification or authentication or a duplicate transaction

system that computes and publishes reputation scores
for a set of objects (e.g. service providers, services,
goods or entities) within a community or domain, based
on a collection of opinions that other entities hold about
the objects

if you keep records in more than one part of the system
it is 'resilient’ in the sense that failure in one part of the
system is less important, because you still have the
information elsewhere

potential for an unwanted or adverse outcome resulting
from an incident, event, or occurrence, as determined by
the likelihood that a particular threat will exploit a
particular vulnerability, with the associated
consequences
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https://iate.europa.eu/entry/result/883856
https://iate.europa.eu/entry/result/897320
https://iate.europa.eu/entry/result/1484716
https://iate.europa.eu/entry/result/1484718
https://iate.europa.eu/entry/result/919977
https://iate.europa.eu/entry/result/1875432
https://iate.europa.eu/entry/result/933380
https://iate.europa.eu/entry/result/3503685
https://iate.europa.eu/entry/result/885773
https://iate.europa.eu/entry/result/3565973
https://iate.europa.eu/entry/result/1426019
https://iate.europa.eu/entry/result/1877607
https://iate.europa.eu/entry/result/2246717
https://iate.europa.eu/entry/result/3541823
https://iate.europa.eu/entry/result/1359568
https://iate.europa.eu/entry/result/3561276
https://iate.europa.eu/entry/result/1484943
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risk analysis

rootkit

router

RSA, Rivest, Shamir

and Adleman algorithm

Secure Shell, SSH

Secure Sockets Layer,

SSL

security audit

security patch

security policy

server

service level
agreement, SLA

sexting

sextortion

skimming

smishing

SMPT, simple message
transfer protocol,
simple mail transfer
protocol

sniffer

EAANnvIK6G 6pog

avdAuon diakivduveuong

ouvepya aroKpuyPng
Tapouasiag

SpopoloynTig

aAyopifuog RSA

ao@aAég KEAUQOG,
TPWTOKOAAO SSH

OTPWHA ACPAAWYV
UTTOS0X WV, TTPWTOKOAAO
SSL

€mMBewpPnon aoPAaAeiog

mpoxeipn d16pOwaon
Ao QAAEIag, UTTAAWMA
ao@aAeiag

TTOAITIKF) AC@AAEIag

S10KOMIOTAG,
€SUTTNPETNTAG

OUp@WViIa OTAOUNG
uUTTnpECiag

ammooTOARn
oeSOUNVUNATWY, OEETIVYK

oeoekBlaouog,
o0e§oUaAIkog ekBlaouog

avTiypa@n KapTag,
avTiypa@n dedopévwv
KAPTAG

CWPAPEMA» ME UNVUMATA
SMS

TTPWTOKOAAO HETAPOPAG
atrAoU Taxudpopegiou

Aaywviké

AyyAIKOG opIoHog

identification, assessment, communication and
management of potential dangers

clandestine computer program designed to provide
continued privileged access to a computer while actively
hiding its presence

electronic device used in computer systems networking
to direct data in a network, to pass data between home
computers, and between computers and the modem

encryption and authentication system that uses an
algorithm developed in 1977 by Ron Rivest, Adi Shamir,
and Leonard Adleman

network protocol that uses cryptography to secure
communication, remote command line login and remote
command execution between two networked computers

A secure communications protocol developed by
Netscape that enables encrypted connections and
transmissions to be made over the Internet

an examination of data security procedures and
measures for the purpose of evaluating their adequacy
and compliance with established policy

change applied to an asset to correct the weakness
described by a vulnerability. This corrective action will
prevent successful exploitation and remove or mitigate a
threat's capability to exploit a specific vulnerability in an
asset.

IATE: ATY

Opiopég Microsoft Language Portal: A set of rules
established by the administrator that defines security
permissions to protect resources.

computer hardware system dedicated to run one or more
services (as a host), to serve the needs of the users of
other computers on a network

A comprehensive service level agreement is an essential
requirement for the provision or receipt of any important
service. It quite simply defines the parameters for the
delivery of that service, for the benefit of both parties.

act of sending sexually explicit messages or
photographs, primarily between mobile phones

form of sexual exploitation that employs non-physical
forms of coercion to extort sexual favours from the victim
sexual exploitation

illegal copying of information from the magnetic strip of a
credit or ATM card

type of phishing attack where mobile phone users
receive text messages containing a web site hyperlink,
which, if clicked, would download a Trojan horse to the
mobile phone

the TCP/IP standard protocol for transferring electronic
mail messages from one machine to another

software designed to search for and record specific
"packets" of information in a computer network. Often
used by "hackers" to obtain confidential information,
hence the need for encryption devices.
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https://iate.europa.eu/entry/result/751602
https://iate.europa.eu/entry/result/2242278
https://iate.europa.eu/entry/result/1483754
https://iate.europa.eu/entry/result/911458
https://iate.europa.eu/entry/result/1875788
https://iate.europa.eu/entry/result/922171
https://iate.europa.eu/entry/result/1399555
https://iate.europa.eu/entry/result/380696
https://iate.europa.eu/entry/result/1399225
https://iate.europa.eu/entry/result/1474957
https://iate.europa.eu/entry/result/914402
https://iate.europa.eu/entry/result/3542173
https://iate.europa.eu/entry/result/3555847
https://iate.europa.eu/entry/result/907080
https://iate.europa.eu/entry/result/3504097
https://iate.europa.eu/entry/result/1695953
https://iate.europa.eu/entry/result/918165
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social engineering

software as a service,
SaaS

software assurance

software quality
assurance

spam

spear phishing

spoofing

spyware

SQA, software quality
assurance

SQL injection, SQL
injection attack

symmetric encryption
algorithm

symmetric key

TCP/IP, Transmission
Control
Protocol/Internet
Protocol

threat

timestamp

TLS, transport layer
security

top-level domain name
registry

trojan

troll (n.)

troll (v.)

EAANnvIK6G 6pog
KOIVWVIKNA XElpaywynon

AoyiopIKO WG uTTNpPETia

S1a0@AAion AoylioHIKOU

d1a0@AaAion ToI6TNTAG
AoyiouIKoU

TTAPAUAVUHA

OTOXEUMEVO NAEKTPOVIKO
Ilwa’peuqll

mAacToypdgpnon

KOTOGKOTTIOMIKO

Slac@dAion ToIoTNTAG
AoyiouiKoU

€mifeon pe TPOooOAKN
Kwdika SQL

OUMMETPIKOG
KPUTITaAYyOpIOog

OUMUETPIKO KAEISI

TTPWTOKOAAO eAéyxoU
HETAd00NG/TTPWTOKOAAO
‘Ivrepver

atrelAn

Xpovoopayida

Ao @AAEIO OCTPWHATOG
HETAQOPAG, TIPWTOKOAAO
TLS

HNTPWO OVONATWV
TOMEWYV AVWTATNG
oTadung

doupelog iTrmog

TPOA, SiafoAdki

TPOoAdpw, SiafoAilw

AyyAIKOG opIoHog

the act of manipulating people into performing actions or
divulging confidential information

an IT delivery model in which applications are hosted in
the cloud and are typically accessed by users via a web
browser over the internet

level of confidence that software is free from
vulnerabilities, either intentionally designed into the
software or accidentally inserted at any time during its
lifecycle, and that the software functions in the intended
manner

highly targeted phishing

situation in which a person or program successfully
masquerades as another by falsifying data thereby
gaining an illegitimate advantage

software that covertly gathers user information through
the user's Internet connection without his or her
knowledge, usually for advertising purposes

code injection technique, used to attack data-driven
applications, in which nefarious SQL statements are
inserted into an entry field for execution

algorithm where the encryption key and the decryption
key are interrelated and may even be the same

cryptographic key that is used to perform both the
cryptographic operation and its inverse, for example to
encrypt plaintext and decrypt ciphertext, or create a
message authentication code and to verify the code

suite of protocols that specify communications standards
between computers and detail conventions for routing
and interconnecting networks

sequence of characters or encoded information
identifying when a certain event occurred, usually giving
date and time of day

A protocol that provides communications privacy and
security between two applications communicating over a
network.

person who posts deliberately erroneous or antagonistic
messages to a newsgroup or similar forum with the
intention of eliciting a hostile or corrective response

post a deliberately erroneous or antagonistic message
on a newsgroup or similar forum with the intention of
eliciting a hostile or corrective response
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https://iate.europa.eu/entry/result/919517
https://iate.europa.eu/entry/result/3503678
https://iate.europa.eu/entry/result/3504080
https://iate.europa.eu/entry/result/1756934
https://iate.europa.eu/entry/result/912495
https://iate.europa.eu/entry/result/3536980
https://iate.europa.eu/entry/result/918802
https://iate.europa.eu/entry/result/926250
https://iate.europa.eu/entry/result/1695501
https://iate.europa.eu/entry/result/3574956
https://iate.europa.eu/entry/result/3510439
https://iate.europa.eu/entry/result/1269784
https://iate.europa.eu/entry/result/1492631
https://iate.europa.eu/entry/result/1399181
https://iate.europa.eu/entry/result/1356099
https://iate.europa.eu/entry/result/931229
https://iate.europa.eu/entry/result/1875228
https://iate.europa.eu/entry/result/795390
https://iate.europa.eu/entry/result/3551069
https://iate.europa.eu/entry/result/3551068
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troll farm

trolling

trusted flagger

unauthorised access

URL, uniform resource
locator

validation authority

virtual private network,
VPN

virtualisation

virus
virus signature

vishing

VLAN, virtual local area
network

VolIP, voice over IP

vulnerability

vulnerability disclosure

watering hole

watering hole attack

web grooming

whaling

white team

whitelist, whitelisting
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TpOoAo@dpua,
SdiaBoAopdwsn

TPpOoAdpioua, SiafoAicua

EUTTIOTEUPEVOG
onpalodoTng

avegouo1086TNTN
mpoéofaon

OMOIOHOPPOG EVTOTTIOTAG
moépou

apxn EMKUPWONG

15076 181WTIKO dikTUO,
€IKOVIKO 181WTIKO dikTUO

15earotroinon,
€1KOVIKOTroinon

166
uTToYpa®I 100

QWVOYAPEUD, PWVNTIKO
Yydapepa

18016 TOTIKO BiKTUO,
€IKOVIKO TOTIKO dikTUO

Qwvn péow IP, pwvn
HéOW (TTPWTOKOAAOU)
‘Ivrepver

TPWTOTNTA, EUTTABEIN

aTTOKAAUYN TPWTOTNTAG

10TOVEPOAAKKOG

€mifeon TUTTOU
10TOVEPOAAKKOU

1oTOoaTTOTTAdVNON

Kapyapiodnpia

Agukn opada, opdda
Siaitnaiag

Agukn AioTa

AyyAIKOG opIoHog

organisation whose employees or members attempt to
create conflict and disruption in an online community by
posting deliberately inflammatory or provocative
comments

any accidental and deliberate access to data, programs,
system and data media by unauthorized persons, and
any accidental and deliberate attempt to penetrate the
security system

subset of the Uniform Resource Identifier (URI) [
1064958 ] that specifies where an identified resource is
available and the mechanism for retrieving it

entity that provides a service used to verify the validity of
a digital certificate as per the mechanisms described in
the X.509 standard and RFC 5280

A network that connects private subscribers together
using the public Internet as the transport medium, while
ensuring that their traffic is not readable by the Internet
at large.

creation of a virtual (rather than actual) version of
something, such as an operating system, a server, a
storage device or network resources

binary pattern of the machine code of a particular virus

form of criminal phone fraud, using social engineering
over the telephone system to gain access to private
personal and financial information for the purpose of
financial reward

weakness which allows an attacker to reduce a system's
information assurance

reporting of cybersecurity flaws to vendors and the
general public

legitimate, trusted and frequently visited website that has
been compromised to plant malware on the systems of a
targeted group of victims

security exploit in which an attacker tries to compromise
the computer system(s) of a specific end user, or a
group of end users, by planting malware on websites
that they trust and are known to visit

phishing attack that is specifically aimed at wealthy,
powerful, or prominent individuals

group responsible for refereeing an engagement
between a red team of mock attackers and a blue team
of actual defenders of information systems

list of entities that are considered trustworthy and are
granted access or privileges
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https://iate.europa.eu/entry/result/3575041
https://iate.europa.eu/entry/result/3503695
https://iate.europa.eu/entry/result/3574353
https://iate.europa.eu/entry/result/1399187
https://iate.europa.eu/entry/result/1695264
https://iate.europa.eu/entry/result/3574986
https://iate.europa.eu/entry/result/897322
https://iate.europa.eu/entry/result/2250704
https://iate.europa.eu/entry/result/1484635
https://iate.europa.eu/entry/result/351456
https://iate.europa.eu/entry/result/3503092
https://iate.europa.eu/entry/result/1695921
https://iate.europa.eu/entry/result/915754
https://iate.europa.eu/entry/result/1399704
https://iate.europa.eu/entry/result/3574264
https://iate.europa.eu/entry/result/3574760
https://iate.europa.eu/entry/result/3574762
https://iate.europa.eu/entry/result/3503696
https://iate.europa.eu/entry/result/3569538
https://iate.europa.eu/entry/result/3578293
https://iate.europa.eu/entry/result/3578294
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Wi-Fi, WLAN

worm

zero-day vulnerability,
0-day vulnerability

zombie, zombie
computer

EAANnvIK6G 6pog

aoUPMOATO TOTTIKO BiKTUO

oKOUANKI {Aoyiopiko}

TPWTOTNTA «KNHUEPAG
HN3Eév»

gopTmi, utTtoAoYIoTAG
gopmi

AyyAIKOG opIoHog

a self-replicating program able to propagate itself across
a network, typically having a detrimental effect

vulnerability in a system or device that has been
disclosed but is not yet patched

a computer that a remote attacker has accessed and set
up to forward transmissions (including spam and
viruses) to other computers on the Internet; attackers
typically exploit multiple computers to create a botnet,
also known as a zombie army
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https://iate.europa.eu/entry/result/1695846
https://iate.europa.eu/entry/result/115472
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Cyber Europe
checksum
integrity

data integrity integrity (of
data)

RSA, Rivest, Shamir and
Adleman algorithm

chain of custody
moving target defense
recovery

risk analysis

BIA, business impact
analysis

domain name resolver
non-repudiation
unauthorised access

cyber detection, cyber
incident detection, cyber-
attack detection

skimming

counter-notice
anti-virus

Nigerian letter scam,
advance fee fraud, 419
scam

threat
B2B

B2C

vulnerability disclosure

decipherment, decryption

decipher

decrypt

decode

exfiltration

sexting

failure
validation authority
registration authority

Certification Authority, CA
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acUpHATO TOTTIKO SikTUO

ao@AAEId OTPWHATOG
HETAPOPAG, TTPWTOKOAAO TLS

ao@aAég kKEAU@OG,
TPWTOKOAAO SSH

Ao PAAEG TTPWTOKOAAO
UTTEPKEIYEVIKAG METAPOPAG,
ao@aAég TTPWTOKOAAO
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Wi-Fi, WLAN

TLS, transport layer
security

Secure Shell, SSH

HTTPS, hypertext transfer
protocol secure

authenticity of data
automated car
brute force attack

biometrics, biometric
recognition

parental control (software
or program)

indicator of compromise

backup

public key
availability

air gap

risk

server
interoperability
data leakage

cybersecurity assurance

software assurance
information assurance

software quality
assurance

SQA, software quality
assurance

cross-site scripting, XSS

INHOPE, International
Association of Internet
Hotlines

IP address

MAC address

network money, cyber-
money

P2P file sharing

penetration testing, pen
testing

clickbait

trojan
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UTTNpPECiag

€miBeon €MAVATTOOTOARG

€mi0eon pe TPooONKN KW3IKA
SQL

emifeon T0TTOU
10TOVEPOAAKKOU

emBewpnon ao@dAeiag

EupwTraiki mpwTtofouAia yia
TO UTTOAOYIOTIKO VEQOG

Eupwraiké Kévrpo yia Ta
€YKAUOTA OTOV KUBEPVOXWPO

EUPWTTAIKO TTICTOTTOINTIKO
ao@AAelag oTov KUBEPVOXWPO

e@edpeia, TTAcovVaOo oG
{néowv}

£QPESPIKO KEVTPO

{e0yog KAe1S1wv

AyyAik6g 6pog
router

encipher

encrypt

encryption

encoding

National Cyber Security
Strategy

hoax

intrusion

exposure

elastic pool

trusted flagger
confidentiality
adware, malvertising
active attack

active content

build security in

EU Cybersecurity Crisis
Response Framework

authentication

data mining
authorization

data sanitisation
outsider threat
network resilience

resilience, cyber resilience

online intermediary

denial-of-service attack,
DoS attack

replay attack

SQL injection, SQL
injection attack

watering hole attack

security audit

European Cloud Initiative

European Cybercrime
Centre, EC3

European cybersecurity
certificate

redundancy

backup centre

key pair

EAANnvik6g 6pog
gopTr, uTToAOYIOTAG JOUTTI

nAekTpovikn diakuBépvnon,
NAEKTPOVIKA dnuéoia
dloiknon

NAEKTPOVIKI| UTTOYPaPN

NAEKTPOVIKO TTICTOTTOINTIKO,
YN@IOKO TTICTOTTOINTIKO

NAEKTPOVIKO YApEMQ, YAPEHA

15€0T0 181WTIKO SiKTUO,
€IKOVIKO 131WTIKO SikTUO

15070 TOTTIKO SiKTUO, EIKOVIKO
TOTTIKO SikTUO

18earoTroinon,
€1KOVIKOTToinon

1I51WTIKG KA£1i
iVTEPVET KO@PE
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10TOATTOTTAGVNON
10TOVEPOAAKKOG

KoOapo Keievo, AKPUTITO
KEIMEVO, AKPUTITOYPA@PNTO
KEipevo

KoOapo Keievo, AKPUTITO
KEIMEVO, AKPUTITOYPA@PNTO
KEipevo

KOKOBOUAN Sia@nuion

KOKOBOUAN MIKpOE@apHOY
Kapyaploénpia

KaTdAoyog avakAnong
TMOTOTIOINTIKWV

KGTGO‘KOTTIO’I.IIKC')

KOTOTEPOXIOMOG,
KATOKEPUATIONOG

KATOXOG MTTOTOSIKTUOU

KBavTIKA UTTOAOYIOTIKA

KEVTPO KOIVOXpPNaoiag Kal
avaAuong TTANPo@opIwV

KEPKOTTOPTA
KA&ISi

KolvoTroinon dedopévwv

KOIVWVIKN XEIpaywynon

KOKKIVI) Opdada, opdda
KaAOBoUAwvV xXdkep

Kpioiun utrodoun

KPUTITaVAAuon
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zombie, zombie computer

electronic government,
eGovernment,
e-government
e-administration

electronic signature,
e-signature, eSignature

electronic certificate,
e-certificate, digital
certificate

phishing

virtual private network,
VPN

VLAN, virtual local area
network

virtualisation

private key, secret key
cybercafé

virus

web grooming
watering hole

cleartext, plaintext

plaintext

malvertising, malicious
advertising

malicious applet
whaling

certification revocation
list, CRL

spyware
hashing

bot herder,
bot master

quantum computing

Information Sharing and
Analysis Centre, ISAC

backdoor
key

communication of data,
passing-on of data,
dissemination of data,
disclosure of data

social engineering

red team

critical infrastructure

cryptanalysis
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KPUTTTOOAYOPIOOG,

KPUTITOYPA@PIKOG aAyopiBuog,
KPUTITOBETIKOG aAyopIBuog

KPUTTTOYpO@ia

KPUTITOypa®ia dnuéciou
KA£15100, aOUUUETPN
KPUTTTOYpO@ia

KPUTTTOYpOa@ia I81WTIKOU
KA£15100, GUPUETPIKA
KPUTTTOYpO@ia

KPUTITOBETAPOG

KPUTTTOKEIMEVO, EYKPUTITO
KEIPMEVO, KPUTITOBETNUEVO

KEIMEVO, KPUTITOYPAPNHEVO

KEipevo
KputrToAoyia
KUBEPVOOKTIBIOTAG
KuBepvoduuva
KUBepvOaTTEIAR
KuBepvoaTtrokpion
KuBepvoao@dAeia
kuBepvoBavdalog
KuBepvodidAoyog

KuBepvodiTTAwpaTia,
NAEKTPOVIKN SITTAwpaTia,
pnoelakn dirAwuaria

KUBePVOEYKANHA
KuBepvoeykAnpaTiag

KuBepvoeykAnuaTtoAoyia

KUBEPVOEKPORICUOG

KUBEPVOETTAVATAKTIKOTNTA

KuBepvoeTrifeon
KUBEPVOETOINOTNTA
KUBEPVOKATAOKOTTEIQ
KuBepvokpion
KUBEPVOOIKOVOHia
KuBepvoTrapevoxAnon
KUBEPVOTTOAEPOG
KUBEPVOTPOMOKPATIO
KuBepvoiyieiviy
KUBepVoXwpPog
KW3IKAG CUMTTEPIPOPAG

KW31K6G TTpdopaong,
SieAeutnpio

Aaywviké

AeSikoeTri@eon, emibeon pe
Aegik6

Aegukn AioTa

AyyAik6g 6pog

cryptographic algorithm,
encryption algorithm,
encipherment algorithm,
cryptologic algorithm

cryptography
public key cryptography

private key encipherment,
symmetric cryptography,

secret key encipherment,

symmetric encipherment,
symmetric key cipher

cipher

ciphertext

cryptology
cyberactivist
cyber defence
cyber threat
cyber response
cybersecurity
cybervandal
cyber dialogue

cyber diplomacy,
e-diplomacy, digital
diplomacy

cybercrime
cybercriminal

computer forensics, cyber
forensics

cyberbullying

cyber resilience
cyber-attack

cyber preparedness
cyber espionage
cyber crisis
cyber-economy
cyberstalking
cyberwarfare, cyber war
cyberterrorism
cyber hygiene
cyberspace

code of conduct

password

sniffer

dictionary attack

whitelist, whitelisting
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Agukn opdada, opada
SiaiTnoiag

Aoyiopiki Boupa
AoyiopIKO wg uTrnpecia

AuTpIOHIKO

HOKPOIOG, 10G HOKPOEVTOAWV
Halpn AioTa

HeTadedopéva

HETOPOPA

HETPIAOHOG

HNTPWO OVOUATWY TOUEWV
aAvVWTATNG OTAOUNG

pnxavoupdénon
MTIOKOTO (Sedopévwv)

HUTTAE opada, opada
KuBepvoao@dAsiag

HTTAOUTOUO

uTToT

HTTOTOdiKTUO
VEQOUTTOAOYIOTIKNA
VOHIKN €180T1T0inon

olkooUoTNHA
KuBepvoao@dAeiag,
KUBEPVOOIKOOUO TN

oAotrnyaia TepIyvwaoia

OMOIOHOPPOG EVTOTTIOTAG
mépou

TadNTIKA aTTeIAnR
TadnTIKA £1MiBeOoN

Tapafiacn TPOoWTTIKWV
dedopévv

Tapakatebuvon,
TTapaTTAAVNTIKA
avokaTeuluvon Tpog TAACTO
10TO6TOTTO

TmapakoAoubnon
CUUTTEPIPOPAG
TTAPOAMAVUHA
mapoxog mpocpaong

S1adIkTUOU, TTapoXEag
mpoéoBaong SiadikTiou

TMAPOXOG YPNPIOKWV
UTTNPECIWY, TTOPOXENG
WYNQIAKWYV UTTNPECIWV

TEPICTATIKO

TEPICTATIKO 0TPAAEIOG
TTAnPoO@opPIWV

TEPICTATIKO
KuBepvoao@dAsiag,
KUBEPVOTTEPIOTATIKO

moTOTTOINON
KuBepvoao@dAeiag

AyyAikog 6pog

white team

logic bomb

software as a service,
SaaS

ransomware
macro virus
blacklist
metadata
porting
mitigation

top-level domain name
registry

machine learning
cookie

blue team

bluetooth

bot

botnet

cloud computing
legal notice

cybersecurity ecosystem,
cyber ecosystem

all-source intelligence

URL, uniform resource
locator

passive threat
passive attack

personal data breach

pharming

behaviour monitoring

spam

access provider, internet
access provider

digital service provider,
DSP

incident

information security
incident

cybersecurity incident,
cyber incident

cybersecurity certification
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TOTOTIOINTIKO AUBEVTIKOTNTAG

mTAaoToypd@enon

TTAATPOPHA WG UTTNPETIA,
mwAaTURaBpO WG UTIPETia

TTANKTPOKATAYPAPEQS,
KaTaypo@éag
TANKTPOASGYNONg

mwAnpe§oUoiog

TTANPOPOPIAKOS TTEPIOUTIOKO
oToIXEio

TOMITIKI ) ao@AaAgiag

TOPOG-KAEISi, KAEISIOKOG
moépog

mpoypappa PGP

TPOYPAMHO EKUETAAAEUONG
TPWTOTNTAG

TpoNyHEVN eTipgovn aTreIAn

TPOTUTTO Ao PAAEIag
Sedopévwy KAGSOU KapTwV
TAnpwyng

mpoxeipn d16pdwon
Ao @AAEIag, HTTAAWUA
ao@dAsiag

TTPWTOKOAAO

TTPWTOKOAAO eAéyxou
HeETAdOONG/TTPWTOKOAAO
Ivrepver

TTPWTOKOAAO PETAPOPAG
a1rAoU Tayxudpopeiou

TTPWTOKOAAO PETAPOPAG
apxeiwv

TTPWTOKOAAO UTTEPKEIPEVIKAG
MHETAPOPAG, TIPWTOKOAAO
METAPOPAG UTTEPKEINEVOU

padIocUYVIKA avayvweion,
padI0cUYVIKA TAUTOTToIiNON

oe§oekBlaop6g, oe§oUaAIkog
eKBI0OuOg

onueio avraAAayng Kivnong
S1adikTUOoU

oKOUARKI {AoyIoHIKO}

OTATO KUBEPVOaOoPAAEiag

OTOXEUHEVO NAEKTPOVIKO
"wapepa®

ZTpaTnyIKN TNG Eupwraikig
‘Evwong yia TNV ac@daAeia
oToV Kufepvoxwpo: MNa
AVOIKTO, ao@aAn Kal
TPOCTATEUPNEVO KUBEPVOXWPO

OTPWHA ACPAAWYV UTTOBOX WV,
TPpwWTOKOoAAO SSL

ouupav

AyyAik6g 6pog

certificate of authenticity,
COA

spoofing

platform as a service,
PaaS

keylogger

proxy

information asset

security policy

key resource

Pretty Good Privacy, PGP

exploit, software
vulnerability exploit,
vulnerability exploit

advanced persistent
threat, APT

PCI DSS, Payment Card
Industry Data Security
Standard

security patch

protocol

TCP/IP, Transmission
Control Protocol/Internet
Protocol

SMPT, simple message
transfer protocol, simple
mail transfer protocol

FTP, file transfer protocol

HTTP, hypertext transfer
protocol

radio frequency
identification, RFID

sextortion

internet exchange point

worm

cybersecurity posture, risk
posture, security posture

spear phishing

Cybersecurity Strategy of
the European Union: An
Open, Safe and Secure
Cyberspace

Secure Sockets Layer,
SSL

event
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Z0uBaon yia To EyKAnua oTov
KuBepvoxwpo

OUMMETPIKO KAEIBi

OUHHETPIKOG
KPUTITaAY6p10pog

CUH@WVia oTAOUNG
uTTnpEoiag

OUVOYEPMIKNA €180TT0INCN
ouvdbpoion dedopévwv
ouvduaopévn emibeon

oUVEPYO ATTOKPUYNG
TTopoucsiag

OUVEPYOTIKI] OIKOVOMia
ouoTnpa avixveuong eI0BoARg

oUoTNMA aViXVEUONG
€1080Ang, ZAE

ouoTnpa diayeipiong
ao@daAeiag TTAnpogopiIwv

ouoTnua eAéyxou
BlounxavikoU auTouaTIGUOU

oUOTNHA OVOUATWY TOMEX

ouoTnua TPOANYnNg eiIo0BoARg

ouoTnua eAUNG
O@AApa
OX£DI0 EKTAKTNG AVAYKNG

oX£DI10 ETIXEIPNHUATIKAG
OUVEXEING

TEIXOG TTPOCTACIOG

TeEXVoAoyia
KUBEPVOETITAPNONG

TIUA KOTOTEHAXIOHOU, TIUA
KOTOKEPUOATIOHOU

TOTIKO SikTUO

TPOA, S1aBoAdKI

TPpoAdpioua, SiaBoAIcua
TPoAdpw, SiapoAilw
TPpoAo@dppa, SiafoAopdalwsn

TPWTOTNTA «NUEPAG UNBEVY

TPWTOTNTA, EUTTABEIN

utrepxeilion evidueocou
KAToXWwPeNTA

uTToYPO @R 100

utrodopn dnuéoiou KAeISioU
UTTOS 0N WG UTTNPETIa
PopEéag EKPETAAAEUONG

BACIKWY UTIPECIWV

popéag emiBeong

AyyAikog 6pog

Convention on Cybercrime

symmetric key

symmetric encryption
algorithm

service level agreement,
SLA

alert
data aggregation
combined attack

rootkit

collaborative economy
intrusion detection system

IDS, intrusion detection
system, intruder detection
system

ISMS, Information Security
Management System

industrial automation
control system, IACS

DNS, domain name
system

IPS, intrusion prevention
system

reputation system
bug
contingency plan

business continuity plan,
BCP

firewall

cyber-surveillance
technology

hash value

LAN, local area network
troll (n.)

trolling

troll (v.)

troll farm

zero-day vulnerability, 0-
day vulnerability

vulnerability

buffer overflow

virus signature

public key infrastructure,
PKI

infrastructure as a service,
laaS

operator of essential
services, OES

attack vector
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pwvn péow IP, pwvn péow
(TTpwTOK6AAOU) IvTepVeT
PWVOYApPENA, PWVNTIKO
papepa

XAKEP HE paUpo KaTTéAo,

Haupo KatréAo, kakofBoulog
XOKeEP

AyyAikog 6pog

VolP, voice over IP

vishing

cracker, black hat hacker,
black hat
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XAKep, (TTANPOPOPIKSG)
TEIPATAG

Xpovoo@payida
«YApEPO» YE pnvopara SMS
YNQIOKN UTTOYPaPr|

AyyAikog 6pog

hacker

timestamp
smishing

digital signature



